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▪ 15 or so years as “IT guy”, developer, tech lead before moving into security

▪ Implemented AppSec tooling and automation at multiple organizations

▪ Dad, car guy, sci-fi fan

▪ Fortify on Demand Architect

About Me

matt.stanchek@microfocus.com



Once upon a time...
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Booting up DevSecOps

New DevOps processes and patterns 
were emerging

Meanwhile, new Application Security 
practices were starting



▪ Build and test automation

▪ Centralized repository management

▪ Best practices
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DevOps



▪ Scan automation

▪ Centralized results management

▪ Best practices
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Security
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Collaboration
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DevSecOps

Communication

Culture



As the risks of using Open Source 
Software were being recognized, 
the DevOps folks asked for Security 
to review its usage
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Open Source Software

It became my second job
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Java Ecosystem

groupId:artifactId:version



The process started off with 
developers submitting a list of 
Open Source components they 
wanted to use for their projects

I would take a look and assess the 
risk by researching known 
vulnerabilities and some other 
factors
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cn.guoyukun
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Research

Research didn’t turn up any 
known vulnerabilities

But there were some 
warning signs
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Java Database Connectivity

DB2

JDBC
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Trust Boundaries

Web Browser

Web Server App Server Database

Trust Boundary Trust Boundary Trust Boundary

?



15

Different File Sizes, Different Contents?
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Try Something New
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Through The Looking Glass
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I Think I Found Something

“I’m just an analyst!”



Both Oracle and IBM confirmed the jar files 
available via Maven Central were counterfeit
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Confirmation & Validation
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But Why?



The really super folks at Sonatype
agreed to remove the counterfeit, 
potentially dangerous, libraries from 
Central
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Cleanup



▪ Build servers were permitted 
to only retrieve components 
from the internal repo proxy

▪ The internal repo proxy had 
policies in place to ban 
components with 
cn.guoyukun GAVs
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A DevSecOps Win

cn.guoyukun.jdbc:db2jcc:1.4.2



▪ We worked together to make 
the vendors’ driver files 
readily available to the 
organization

▪ The development team 
started using the official 
drivers
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Lessons Learned

com.ibm.jdbc:db2jcc:1.4.2



Modern policy creation and 
enforcement don’t have to 
involve heroic acts 
(or movie star good looks)

It can be built right into the 
DevSecOps toolchain
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Automating Visibility & Policy Enforcement
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Static Analysis + Software Composition Analysis



26

What To Look For
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Check Out My Demo!



Relentlessly automate
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DevSecOps Checklist

Make it easy

Understand trust boundaries

Be open

Auditable activities



Thank You.





THANK YOU!

Meet me in the Network 

Chat Lounge for questions


