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Layers of Cloud-Native Security

Image Scanning
Scanning images at both runtime and build 
time for vulnerabilities with real-time 
detection of new violations against 
compliance and security frameworks.

Compliance Frameworks
Continuously validating compliance 
controls (NIST, PCI, SOC2, etc…) 
against deployed applications and 
infrastructure.

CSPM
Continuous validation of cloud 
configuration, items such as S3, IAM, 
Password Policies, Encryption, etc…

Forensics
Deep information with context on 
security events when they occur with 
correlation between containers, 
orchestrators, and cloud infrastructure.

Runtime Security
Real-time evaluation of events within 
cloud infrastructure, from the cloud 
provider down to the system calls 
against host kernels.

Benchmarking

Continuously ensuring nodes 
supporting applications ar hardened at 
the Orchestration, Runtime, and OS 
levels.
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Unified Cloud Workload and Cloud Security
CSPM & Compliance

Continuously manage cloud 
posture and validate compliance 

Runtime Security
Prevent and detect threats 

without impacting performance  

Image Scanning
Scan for vulns and misconfigs 
across containers and hosts

Incident Response
Conduct IR and forensics even 

after the container is gone

Sysdig 
Secure

Kube-API 
detection

syscall 
detection
CloudTrail 
detection

Linux/container syscall 
captures/activity audit 

Runtime 
scanning

CI/CD
registry

Host 
scanning

CIS Benchmarks / Compliance 
standards (PCI, NIST, etc.)

Network 
security



Old Days of Compliance...
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Manual work done ahead of time to 
prepare for compliance audit...

Then sit with an auditor to validate 
findings...



How to do Compliance Today…
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Capture and present technical controls...

Automatically



Benchmarks vs Compliance
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Benchmarks

tell you what to do to have a 
secure infrastructure

Compliance

ask you what you are doing to 
maintain your secure infrastructure
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CIS Kubernetes v1.20 Benchmark v1.0.0
CIS Docker Benchmark 1.3.1
CIS Distribution Independent Linux Benchmark v2.0.0
CIS Amazon Web Services Foundations Benchmark v1.5.0
CIS Google Cloud Platform Foundation Benchmark v1.2.0
CIS Microsoft Azure Foundations Benchmark v1.3.1

www.cisecurity.org 

https://www.cisecurity.org
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CIS_Kubernetes_V1.20_Benchmark_v1.0.0.pdf



Compliance
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● NIST SP 800-53 rev5 
Security and Privacy Controls for 
Information Systems and Organizations

● NIST SP 800-190 
Application Container Security Guide

www.nist.gov 

https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
https://csrc.nist.gov/publications/detail/sp/800-190/final
http://www.nist.gov
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NIST SP 800-53 rev5
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NIST.SP.800-190.pdf



Demo
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Conclusions

● Use benchmarks and common security procedures 
to increase your security posture

● Document how you are doing that in a compliance 
report you can show in an audit

● Automate as much as possible 
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Questions ?
● Sysdig Blog on NIST 800-53 Compliance for Cloud, 

Containers, and Kubernetes.

● Sysdig Blog on NIST 800-190 Application Container 
Security

● Sysdig Secure Capabilities

● 30 Day Free Trial

https://sysdig.com/blog/nist-800-53-compliance/
https://sysdig.com/blog/nist-800-53-compliance/
https://sysdig.com/blog/nist-sp-800-190-compliance-assurance-with-sysdig-secure/
https://sysdig.com/blog/nist-sp-800-190-compliance-assurance-with-sysdig-secure/
https://sysdig.com/products/secure/
https://sysdig.com/company/free-trial-secure-tour/


Dig deeper


