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INntroducing change

“This year, | resolve to stay away from
unnecessary risks.”
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Lost In translation

Developers .
Compliance
Security
Testing
Operations Architecture
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Pipeline general case —
Controls example

15,25 310 and 4.4
Verification that the automated
Egates put into place are functioning

as expected
N
2.1 Valid Epd
e 1.2 validate deployment - 3.2 Validate deployment target
ta
source code ey “i 5 Create and verify target envrionment Execute PIV
8o > " i
Start Create and verify £8 | Deploy for regressl;un, fu.rn:tu:nal..perfun'nance and 3B valid i m
For new target environment <g s e Production task
Merge code -+— | o = 5
s Build and test
application I_ E
s 4.3
A Validate
build - Regression testing —— Integrate into operational manitoring as
artifacts as Store environments are deployed
h 4 Sh;re Artifact 3.4 Regression
Initial build and test Artifact Task | 3.8 Monitoring
[ Functional testing ——
3.5 Functional
-
¥ Code quality
Initial build testing All tests pass Test for valid change
P — 1.3 Execution of Update thresholds approval artifact
quality Yes code coverage scans task 3.6 Performance
results All tests pass. =
i i H'“'Ehﬂl:ds arorowl
Static security testing approval
testing 3.7 NFR for the
Static security change
Code review — o g exists
testing i Ly Dyynamic security @
1.1 Task identifier 2 testing | o =
2.2 Ownership of change £ L
3.1 Code review No security testing

Code comments
pushed back to
developer for
correction

Build failed and
feedback sent to
developer

Developer notified
to either determine
resolution and
resubmit code or
roll back deploy

'

12,13 24and39

Traceability, access and monitoring including

feedback loops
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Validate

If controls fail, break the build and radiate back to team for resolution
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Dependency
Management

Source Code
Repository
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Artifact
Repository

Package

Non-
production
deploy

Production
deploy
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CapitalOne example

Source code version control
Optimum branching strategy
Static analysis

>80% code coverage
Vulnerability scan

Open source scan

Artifact version control

Auto provisioning
Immutable servers
Integration testing
Performance testing

Build deploy testing automated for every commit
Automated rollback
Automated change order
Zero downtime release

Feature toggle

© 2020, Xodiac Inc. All rights reserved.



Running the pipe
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Auditing the pipe
P e

Tools Work URL to stages Cl build
of pipeline as

item
they execute
\ Unit test
. results
Work item
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Work QA test
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Modeling

dentify what happensin  Traceability (P e
the pipe « Deployed version is tracked trag;g[;;//ty

Change is recorded

Secure the deliver a - Source code managed :
y Access - Creator tracked Validate
Process Build once, deploy many access

Pipelines only

Validate the payload in the i e R S
_ pay Compllance Scan the code issues are
pipe Scan the artifact addressed

Manage the data

Record execution and ' ° + Validate the target
_ Operations . Validate qualiy Strctegagrtrl’ven
monitor  Check it works :
- behaviour
«  Watchit live
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Initial controls design




Exercise 3: Validate Design Breakout

Quesuons for each box:

1) Input
What Inputs do we have?
How might controls have
added/improved/modified
them?

2) Output
What outputs do we want to
have from this process?
What would a good output
look like?

3) Actors
Who Is Involved? (Use Icons
and stckies)

4) Actions

What actiens occur here?
What are people and
systems doing?

5) Risks
What risks do we see?
What could cause the
process to go wrong?
What preblems would bad
Input cause? How about
bad output?

6) Controls
What controls will mitigate
my risks?

Mapping the contro

sacx o
contoLs
sconct
ey
Controls
o) P
s
Data quality Jow DB ethical security
errors i automation? hacker scans?
Jrr——
. XP, MOB, continuous
— wrang Test Séa:;f"rl'f Chaos teadback
dotn? functionslity automation yna engineering  mechanism |
analisys practices. vOpS)
Anifact Vuinerabiities
list2
e R
Validate
Guidelines Wayz of
T working related
»
POICIES?  ceymiopment2

Actors

Actions

Cusoyiogiosi i Iopegemton
ecting 77
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-xample

Purpose - | Control - | Artifact -  Location |~ |Control is passed |~ | Control is failed |~ |Owner |~
All production deployments must
have a ticket number. Developers

To ensure that for must put the ticket number into the

a given request for submitted pull request in order for

change, we have a the request to be pushed through to If PR doesn't

valid chain of production. contain ticket

custody allowing  All ticket numbers since last Pull request number, build

us to trace where  production deploy must be included contains a valid proceeds but only

issues occur in the pull request. Ticket Jira ticket numberand deploys to dev. Team lead

Then link this to the tasks to create and the impediments to success
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Automati

ng Governance

* Not about keeping audit off your

back

« Start small, get one team working and

grow fromt

nere

* Engage leac
not tooling

ers, focus on conversation,
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CapitalOne Focusing on the DevOps Pipeline:
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Automated Governance — John Willis
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db cdiac https://www.youtube.com/watch?v=XRMfIQjUwlI
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making every team thrive

Feedback surveuy:
https://bit.ly/2KWP1pA
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