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Fundamental challenges to scaling DevOps
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DevOps state of affairs and service reliability

Containerization and microservices have become @
crucial part of DevOps and digital transformation,
optimized for faster deployments, rapid portability and
Improving productivity

Maintaining uptime and reliability for those services
depends highly on the right monitoring and incident
response systems and processes, but it's still very
challenging to bring them all together
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Lack of first-class post-deployment platform and

workflows

DevOps platforms
nave emerged
orimarily in pre-
deployment (CI/CD,
microservices)

Post-deployment
workflows remain
fragmented with
many small point
solutions
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ServiceNow Lightstep vision: End-to-end service resiliency platform

Bringing together the power of Observability, Incident Response and enterprise platform scale

Pre-Deployment Workflows
LOB Workflows
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Lightstep Incident Response empowers digital ieams
with modern incident response .

Communicate

Investigate ‘
Service relationships
Diagnostic playbooks

Intelligent recommendations f

Respond & Notify =
Communication playbooks .
Collaboration integrations
On-call schedules
Automated response rules

Remediate

Remediation playbooks

Automated actions
Learn
Postmortems
Reports

) Avutomate
Assess Service Health Reporting & analytics
Service health, SLI/SLO/EB ( ML-powered insights
Service impact

AN Automation scripts
Alert grouping RPA

Operational insights

Detect

Alert management e I
Observability Integrations '

[ ¥ Third-party Integrations
00® Pre-built connectors for the popular
DevOps tools & ServiceNow

Dev / SRE / Ops



Lightstep Incident Response key benefits

Reduce time to set up Reduce MTTR

Closely integrated with
common collaboration
tools like Slack and Zoom
to enable ChatOps and
allowing work where
responders are.

Pre-built content and
auvtomation during set up
to help expedite how
teams are created and
managed.

Increase mobility

Intuitive mobile app
allows quick action and
information on the go.



Incident Response

@ Home

Q Alerts

@ Helo.jithin

le shows you are pi
% Incidents will be primary on the next shift.

On-call teams

& Services How I'm doing

Users

Integrations Q0 X 4
B Automation

My team’s active alerts

My team's active incidents

Number & Description

INT0001329
Test manual alert

INT0001328
88699b03973ef3 - Service .

INT0001294
ABCDID - Check Test Descri...

INT0001291
stgt: gtatgtat (gtat) - gatate

My team’s impacted services

My active alerts My active incidents

services

”13

Great,
Service

Spotify

Spotify
Onboarding s...

Test Generic 3

until 11:59 PM PDT.

My team's impacted High priorityalerts & Upcoming shifts in

incidents next 2 weeks

®11 ® 53

No active alerts
help a teammate or take a break together
Priority  State Assignedto  Relatedalerts Elapsedtime  Collabora)
] Open 1 10 days ago
Pa Open Jithin Nair 23 10 days ago
(] Open 1 22 days ago
] Open 1 22 days ago

Hello Jithin

On-call until: Sep 09, 11:59 pm.

Primary for Lightstep Team Se

My active alerts and incidents

@ P1-Critical Work inpro... IN

Sample notification 045b9b0¢

My work

My open alerts

My open incidents

Services | own

My team's work

Open alerts assigned to my teams

ProjectAir v

»

Thread

Mention:

Slack Conne

general

walmart

Add char

Direct me

Access via mobile, web, CLI, Slack

#general v \nouncem

Lightstepde dent Nunber]  Shows the details of a specific
alert/incident

jht > . va
1 To send an invitation to join your Lightstep Incident Response team send
their email address and the role you want to assign them like this: newperson@email.com
stakeholder. If you don't add a role they will be invited as a responder

° .
‘ Lightstep A%

ghtst Shows your current unassigned tasks. Once you
acknowledge an alert it is automatically assigned to you.

jhtstepdeno assignedtasks Shows the open tasks that are assigned to you

Shows the unacknowledged tasks for your team

Alert/Incident Nu e N To close an
alert/incident use /lightstepdemo close, add the alert/incident number and a reason to
close. Place the reason to close in quotes. For example: /lightstepdemo close Alert00234
“Reason to close"

jhtstepdeno collal Collaborate using Zoom

ghtstepdemo Llab 1t Z A t. it N r Start the conference
via Zoom with provided alert/incident number

y : ht 4 tion] To search for a team
use a single word or any of the following in parenthesis: “part of a team name" | “manager
name" | "user name"

y e plete T ¢ To search
for a team's on-call members add the "team name" or “part of the name" to the
command. It will return the current oncall members of the team, a list of teams to choose
from, or no results.

Shows a list of available slack commands with descriptions

> oncallstatus Shows your current on call status.
jhtstepde A dent Nu Shows the details of a specific
alert/incident.

1 To send an invitation to join your Lightstep Incident Response team send
their email address and the role you want to assign them like this

stakeholder. If you don't add a role they will be invited as a responder.




Sign up at

servicenow

http://lightstep.com/incident-response

@ Lightstep Incident Response

]
EARLY ACCESS Create an Account
No credit card required cel anytime
L4 F f 6 t h Name (First and Last)
ree 10r o montns .
» Gerard Berthet <
. Start building a culture of resilience with a iR
solution built for SRE & DevOps ouGexamiecom
Lightst i G
- Get full control over your alerts, notifications Subdomain @ e ® e
and on-call shifts example ’
d c @ Home I g . -
o Ao (% Hello, Jithin! . : . g
erts 3 -
. Plan ahead with automated escalation policies Password Your on-call schedule shows you are backup for Omdia Team until 5:00 PM PDT. a8

X Incidents You are primary on the next shift. ° ‘ ..

#s On-call teams

to respond to outages

: 4 Servi How I'm doin, ) ’
- Easy connect all your favorite tools with o [ vemvices g Onboarding Checklist
By (VTS My active alerts My active incidents My team's impacted High priority alerts & Upcoming shifts in
ready-to-use integrations o ° e hext 2meeic Steps 3 of 5 Complete
| agree to receive Lightstep em)| ey Integrationso N 7z \ (D) 49

Get fully setup with Incident Response with
the following steps:

communications and can unsul

: - : B Automation
Early Access Terms Accounts that are inactive for 45 days can be automatically

cancelled. fo Admin My team’s active alerts 1 Integrate with your
i By signing up, | accept Lightstd Number & Description Service Priority  Acknowledged Assignedto Incident Collaboration monitoring tools
Already have an account? Sign In and Cookie Policy
2 @Completed
Alert0112593
L . i
Iris Agent Acknowl
° [Alerting]: Sample Alert - Dis... ris Agen E
2 Setup your team's on-call
. A Seeall

schedule

My team's active incidents @Completed

Number & Description Service Priority Assigned to Related alerts  Elapsed time  Collaboration

° INT0001329 3 Integrate with your chat

Spotif 13 d, tools
Test manual alert BOY L ays ago



http://lightstep.com/incident-response
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