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Audit Ready Pipelines

You Don’t Have a Secure Supply Chain Issue,
You have a Software Delivery Issue
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Definition: The Pipeline Run IS the Audit Trail

® Connected toolchain using only immutable objects

® Fully automated with built-in approval gates

® Outputs of those commands are captured in common data repository
® Governed by centralized RBAC on all artifacts

® End-to-end visibility

® One-click, automated audit reports with trusted data
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The Current State of Audit



Uh-oh --- “THAT” Email!

~ Unread

Genevieve Cross Annual Accreditation Review - Tim, The AO will be conducting its annual accreditation/ATO review of all sof...
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The Log Slog

® Manually retracing steps across tools

® |nterrupt developers to recreate builds where data is missing
But:

e More time, More Errors, More Costs

e Developers not doing their own jobs

e Risk of failure from incomplete data

© 2021 CloudBees, Inc. All Rights Reserved.



Example Audit Process

Manually retrace steps, switching between tools and losing traceability of any manual checks or processes

Check the CR to see
approvals and what
should have been
deployed

Go to the deployment
target to check what
version of software
was deployed

Validate deployment
process ran
successfully
(UDeploy)

—=|

In Artifactory, find the
version and build that
published the version

Go to Jenkins to
verify build outcomes

Find the commit in Git
that triggered the
build.

servicenow

O

JFrog Artifactory

Jenkins

@ git
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The Audit Challenge

® Disconnected tools and manual processes
— Scattered (or no) data
— Traceability

—  Proof

- Trust
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Audit Risks

e More Time, More Errors, More Costs
e Distracted and disgruntled developers

e Failing to achieve or retain ATO because of incomplete or suspect data
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Audit-Ready Pipeline in Real Life



Review: The Audit-Ready Pipeline

® Connected toolchain using only immutable objects

® Fully automated with built-in approval gates

® Outputs of those commands are captured in common data repository
® Governed by centralized RBAC on all artifacts

® End-to-end visibility

® One-click, automated audit reports with trusted data
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Example Audit Process

The Release pipeline becomes the audit trail. Orchestrating and governing the release process, connecting DevOps tools, and

collecting audit data throughout the process

-

C... CloudBees CD/RO Release Pipeline
o

Gates/Approvals ¢ Compliance + Access Control

STAGE/

~

Applications & Environments

Jenkins

 git
_ O

O

b servicenow

JFrog Artifactory Y /
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xample - Evidence links collecting all pipeline data

— Release DSL Pipeline Command Planned Release Path to i 9
=7 * Editor Editor E Runs Center [£5] Ve Actual Portfolio Production Previous Run: :Delete Select
<& Forrester / Releases /3 Motorcycle Release 2.0 / Runs
Run Instance Stage Start Time Duration Restarted  Manual Actions  Expand
(2 B Motorcycle Release 2.0 Motorcycle Release Pipeline_294 2020032319554 Mar 23,2020 -1252 @) 51Days, 23:48:10 2x 100% @™ +
DEV — ST PROD Audit Reports
l x 100% l 1x 100% @ P x 100% @
Stage / DEV Summary  Errors
Last Run: Duration: — © LastRun: Durati Last Run: Duration:
Mar 23, 2020 - 12:54 06:32 May 14, 2020 - 12:41 00 May 14, 2020 - 12:41 00:02
1st Run Summary £ 1st Run Summary 8] 1st Run Summary £]
cme Motorcycle - # Deploy on § | Moto Dev &/
7 Tasks 7 Completed 7 Tasks 5 Completed 3 Tasks 3 Completed
1. Pull Jira Tickets Esi JIRA Queried Issues Report Download Report 1. Check for Outage &sz 1. Approval Report %sa
100% . EC-M: ft Get Systs 100% EC-AuditReport: 1t 100%
© EC-JRA Getissues © Changelog report: container-poc - master Download Report Lo il B e LO
2. Pul = lenkins Buil il i 2. - eploy to Pro 2. Evidence Report
pul w21 | Jenkins Build #713 Jenkins Build #713 BLUE-GREEN Deploy to Prod oy Evidence R =
)
2 100% 5 2, 100% EC-AuditReports generate 100%
Q) ECSCM-Git CheckoutCode © R Build Build 2 #713 S~ Deployer ) B FlidoncoLinkeAudiReport
3. Jenkins Build Esi Jenkins motorbike-2:713 report Jenkins motorbike-2:713 report 3. Run Smoke Tests %sf 3. Duration Report 252
2
3 = " = 100% 100% EC-AuditReports generate 100%
@ EC-Jenkins RunAndWait Jenkiiis Repart: ©> smoke Test B T DurationAud tReport o
4. <& Deploy and Scan = 4. Update Prod Status =
(o] 9
a. Deploy to Dev st {s} command 100%
€+ Deployer e~ =
5. Verify Switch Blue-Green 15t
b. Run SonarQube ] Job motorbike-2 #713 oo
15t & Manual
® 100%
EC:Sonarubs, fun Son ° EC-ServiceNow CreateCha  100% p— =
ngeRequest
5. Unit Tests (] 6. Switch LoadBalancer belween,[l"s';
. dat BLUE-GREEN
) 100%
9 Unit test © 0> Update Nginx 1006
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xample - Jenkins Build Data Report

—_—y ﬁ Release DSL E Pipeline Command Planned Path to
_ Editor Editor L= Runs Center vs Actual Production
& Forrester | Releases / 3 Motorcycle Release 3.0 / Ru: =
Run Instance View successful Cl Build: test build pipeline#2 (#2) Restarted Manual Actions  Expand
with Run: ycle Release 3.0 Release Pipeline_340_202005140... Summary Code Commit Test Results Build Artifacts
— o, 4
1x 6% @) =3
Build Name Go to Jenkins  Start Time Elapsed time Launched by Association
() testbuild pipeline#2 (test build pi. B May 14, 2020 - 00:41 @ 00112 f::r‘nel"; byuse i ched

Last Run: Duration:

May 14, 2020 - 00:38 00:05

1st Run A Error Summary Console Output .
8 Tasks Started by user admin

Running in Durability level: MAX SURVIVABILITY

1
o (] £
1. Pull Jira Tickets 1st 3 [Pipeline) Start of Pipeline
4 [Pipeline] no
100% S Liantng'od Jonkins in /var/1ib/jenkins/workspace/test build pipeline
€ EC-JIRA Getissues ° & (Pipeline] {
7 [Pipeline] stage
8 [Pipeline] { (Build)
2. pull &2 9 [Pipeline] cleanWs
: 1st 0 | [WS-CLEANUP) Deleting project yorkspace...
T 11 [WS-CLEANUP] Deferred wipeout is used.
4D ECSCM-Git CheckoutCode 7 12| (WS-CLEANUP] dona
3 [pipeline] git

No credentials specified

Cloning the remote Git repo:

5 Cloning repository https‘//gxthub com/sureshmurthyss/to!xestex demo 2020.git

7 > /usr/bin/git init /var/lib/jenkins/workspace/test build pipeline # timeout=10

8 FPetching upstream changes from https://github. com/sureshmuxthyss/fozrester demo_2020.git

> /usr/bin/git --version # timeout=10

'> /usr/bin/git fetch --tags --progress https://github.com/sureshmurthy85/forrester_demo_2020.git +refs/heads/*:refs/remotes/origin/*
timeout=

> /usr/bin/git config remote.origin.url https://github.com/sureshmurthy85/forrester_demo_2020.git # timeout=10

> /usr/bin/git config --add remote.origin.fetch +refs/heads/*:refs/remotes/origin/+* # timeout=10

> /usr/bin/git config remote.origi: /github. com/suxashmuzthyss/foxres:er demo 2020.git # timeout=10

Fetching upstream changes from https://github.com/sureshmurthy85/forrester demo_2020-git

’> /usr/bin/git fetch --tags --progress https://github.com/sureshmurthy8s/forrester_demo_2020.git +refs/heads/*:refs/remotes/origin/*
timeout=10

3. Jenkins Build

@ E£C-Jenkins RunAndWait

4. & Deploy and Scan

a. Deploy to Dev

() EC-ServiceNow CreateChangeRequ & Monual

b. Run SonarQube 9% Functional Tests

[ EC-SorerQube Run Sonar Scanne
d 6. Switch LoadBalancer between
BLUE-GREEN

5. Unit Tests ©) Update Nginx

9> Unit test
7. Update BLUE-GREEN
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Example - Approvals

) DevOps Insight
(D Bashboards

Release
Calendar

4 Forrester | Releases | Motorcycle Release 3.0 / Runs | Pipeline Runs / Reports

Reports

Approvals Time Duration Evidence

Pipeline Run Details

Status

o

Report Details

Stage

SIT

Build Details

Status

: (C]

(c]
s A
(C)

Release name

Motorcycle Release 3.0

Type

Task

Task

Build Name

Carts#3

Carts#4

login#2

login#3

Release run

Motorcycle Release 3.0_Motorcycle Release
Pipeline_344_20200515061430

Task Name

Verify QA Notify

WaitforCR_Approval

Verify Switch Blue-Green

Approve DC2

Verify Switch Blue-Green

Branch name

Comment

Association

attached

attached

attached

attached

Current Stage Start time

05/14/2020 @ 23:14

Approver Status
admin [v]

admin
admin
admin

admin

(< J< T < T <

Duration

00:19

00:20

00:09

00:m1

End time

05/14/2020 @ 23:35

Date
05/14/2020 @ 23:24:25
05/14/2020 @ 23:29:00
05/14/2020 @ 23:32:15
05/14/2020 @ 23:32:29

05/14/2020 @ 23:35:28

Username

Started by GitHub push by avanmathur
Started by GitHub push by avanmathur
Started by user admin

Started by user admin
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Example - Approvals

Home Projects Jobs Workflows Cloud Artifacts Search Administration DSL IDE ~ Release Automations

Approval Audit Report

General Information

Label Value

Pipeline Execution M ycle Release 2.0_M ycle Release Pipeline_294_20200323195254

Pipeline Name Motorcycle Release Pipeline

Execution Start 2020-03-23T19:52:54.5562

Execution Complete 2020-05-14T19:41:04.6582

Status success

Details
Stage Type Label User Status Date Comment
POST Ensure Passing Tests [Auto-approved by conditional] success 2020-03-23T20:01:04.3212 Auto-approved by conditional: Ensure Passing Tests

PRE Release Management System Administrator Approved 2020-03-23T20:03:45.880Z
TASK Verify QA / Notify System Administrator success 2020-05-14T19:39:57.4172
POST Gate on Test Results [Auto-approved by conditional] success 2020-05-14719:40:00.210Z Auto-approved by conditional: Gate on Test Results
PRE WaitforCR_Approval System Administrator Approved 2020-05-14T19:40:39.458Z
TASK Verify Switch Blue-Green System Administrator success 2020-05-14T19:41:00.100Z

cb © 2021 CloudBees, Inc. All Rights Reserved.



Example - Evidence Links

Service

Catalog

Release
Calendar

System Administrator ¥

A

= Forrester | Releases / Motorcycle Release 3.0 / Runs / Pipeline Runs / Reports

Reports

Approvals Time Duration

=
=
=
SIT
SIT
[PROD 0C1)

PROD |

PROD DC1

A
.

Build Details

A
ij

Status Build Name

(0]

Evidence

Jenkins Job

Git Commit

JIRA Updated Issues Report
Site Link

Test Results

ServiceNow Change Request:
Site Link

Site Link

Approval Audit:

Evidence Links Audit:

Task Duration Audit:

Branch name

Carts#3

Code Commits

Commit 87202bae6e12f02d7d05a02af211a62171d4e48

(0]

Carts#4.

Code Commits

Pammit Q1Y

Deployed App: /) ins.acme-global

Deployed App: /commander/pages/ECSCM-Git-3.9.0.77/reports?jobld=a3b2f6a7-89c8-11e9-a1f2-06fe7d1e6f5a

Download Report

Deployed App: http://dev.acme-global.com/app
Click here for report

Go to CHG0033613 on service-now.com
Deployed App: http://prod.acme-global.com/app
Deployed App: http://prod.acme-global.com/app
Summary Report

Summary Report

Summary Report

Association

attached

Test Results

bike-2/255/

Test Result
8ms
See All

attached

Test Results

Duration

00:19

Build Artifacts

com.demo:helloworld

00:20

Build Artifacts

Username

Started by GitHub push by avanmathur

Started by GitHub push by avanmathur
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Example - Duration

?Eﬂ‘ii};‘m g:\lz:f‘;r System Administrator W

& Forrester / Releases | Motorcycle Release 3.0 / Runs | Pipeline Runs / Reports

Reports

Approvals Time Duration Evidence

Task BLUE-GREEN Deploy to Prod project: Forrester 01:33 (V]
Task Run Smoke Tests project: AcmeGlobal 304 ms (V]
Task Update Prod Status admin 00:00 @
Task Verify Switch Blue-Green admin 01:24 (V]
Task Switch LoadBalancer between BLUE-GREEN project: RollingDeployments 738 ms (V]
Task Update BLUE-GREEN project: Forrester 588 ms (V]
Task Approval Report project: EC-AuditReports-1.4.1 960 ms (V]
Task Evidence Report project: EC-AuditReports-1.4.1 00:01 (V]
Task Duration Report project: EC-AuditReports-1.4.1 979 ms (V]
Build Details
Status Build Name Branch name Association Duration Username

3 ® Carts#3 attached 00:19 Started by GitHub push by avanmathur

- ® Carts#4 attached 00:20 Started by GitHub push by avanmathur

¢ A login#2 attached 00:09 Started by user admin

s ® login#3 attached 00:11 Started by user adnin

8 ® login#4 Triggered by CI 0013 Started by user adnin
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The Way Forward



Auditing the New Way

® “Automation is Auditing”
® Orchestration layer over the top of everything

® Centralized mechanism for one-click audits
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Seven Steps to Audit-Ready Pipelines

® Get key stakeholders involved

® Conduct value stream mapping

® Adopt a holistic approach to software delivery
® \Watch closely for vulnerabilities

® Understand everything you have in production
® Prioritize culture

® Don't try to boil the ocean
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