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Aaron Rinehart, CTO, Founder

e Former Chief Security Architect
@UnitedHealth

e Former DoD, NASA Safety & Reliability
Engineering

e Frequent speaker and author on Chaos
Engineering & Security

e O'Reilly Author: Chaos Engineering, Security
Chaos Engineering Books

e Pioneer behind Security Chaos Engineering

e |Led ChaoSlingr team at UnitedHealth

g
@aaronrinehart @verica_io #chaosengineering yﬂﬂlﬂﬂ




§.
=
S
S

RABLE EXPERIMENT ING

CHAOS ;

2o 5z
OBVERT & .5 INSPIRE Cxe . o =2 _‘z’_‘gga 22
L o B S5 0g2 £ 3"Mi B000 S o
g 2 < SBECOMING gazé gg > ABANDON o o 52 S

Edz Z 0BLIQUITY Ze3as S GERMINATE l"".AMBltiIJI'WE E
§3E9 S EYPLORING SX 2 FLE*'B\-E§ 1""‘G'EN'E'WWG‘- BREATHING
R T ﬁ ASTONISHING ﬂ IRREGULAR= EXCITEMENT g OPEN-MINDED
=pLld - = LIFEENGAGENENT PARTICIPATE = g RE=THINK
52 < PHASE=SHIFT,cTIVATI FLUCTUATING FRACTAL &

3 ACTIVATING OPPOSITIONAL
§_ S 5 oPPORTUNITY DISORDER 2= . GROWTH @BUILDING § EXPERIMENTAL
S "WLNE
3

©Jmamsmo|2 ODDITIES



Incidents,Outages, &
Breaches are
ol

Be right back
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[Update: Back to work!] Google —
Calendar 1s down, so forget about your TweetDeck suffers outage, reason unknown
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win one of ten $50 Amazon vouchers.
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happening more
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Complexity in
Softwave

O @aaronr inehart @verica_io #chaosengineering



Drift into
Failure

From Hunting
Broken Components
to Understanding

Complex Systems

“The growth of complexity
in society has got ahead

of our understanding of o 5 oy
how complex systems :

work and fail”
-Sydney Dekker

Coprv gV ed Mater iy



Ouwr systems have evolved beyond human
ability to mentally model their behavior-.

amazoncom
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Ouwr systems have evolved beyond human
ability to mentally model their behavior.

everyone else amazon.com
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The new OSI model is much easier to
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Software Only Increases in Complexily

More Abstract Scripting / interpreted languages
A Perl, Python, Shell, Java

High / middle level languages
C, C++ r )
Assembly language
Intel X86, etc (first layer of human-readable code)

Machine code

Hexidecimal representations of binary code read by the operating system

Binary code

Binary code read by hardware - not human-readable







‘Woods Theorem:

"As the complexity of a system
Increases, the accuracy of any single
agent’s own model of that system

decreases”
- Dr. David Woods






Question - How well
do you really
understand how
your aysltem works?
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Amazon
EC2

EC2 Service Status

Active EC2 instances (max) by instance type
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So what does all of
this $&%* have to
do with Security?

Putting off critical tasks until everyone forgets about them

i Getting Around to
Security Next Month

If theres time

O RLY? @ThePracticalDev



Failure Happens {llot

amazon

\SOQQV

something went wrong
on our end

Please go back and try again
or go to Amazon's home page.

| RIGHT NOW

/b 4
COMPUTER OUTAGE IMPACTS SOUTHWEST AIRLINES 3 ‘515

LONG LINES, DELAYS SEEN AT AIRPORTS NATIONWIDE |V \:I1P<e] 7Y
v\ = (] ’ 7 = = T W

Saturday, January 13

/N\ EMERGENCY ALERTS

Emergency Alert .
BALLISTIC MISSILE THREAT INBOUND TO ILOPING STORY - DEVELOPING STORY -

DEVELOPING STORY

HAWAII. SEEK IMMEDIATE SHELTER. THIS IS ~ DELTAFLIGHTS CANCELED
ik e AFTER COMPUTER FAILURE

O RAN AP NAY IN ROALD RA

Slide for more
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\We need failure
&



“‘things that have never
happened before happen all the
time”

-Scotl Sagan “The {imils of Safely”






Securily
Incidents

Typically we donl find cut our security is
failing until there is an securily incident.




Vanishing

Traces

7lll we typically ever see is the

Tlogs, Stack Traces, Foolsteps in the Sand
fllerts Hopaw






No System is inherently Secure by
Default, its Humans that makie them
that way.
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Chaos
Enjinee V‘inﬂ

O @aaronr inehart @verica_io #chaosengineering



Chaos Enjinee rinj

“"Chaos Engineering is the discipline of
experimenting on a distributed system
INn order to builld confidence in the
system’s ability 1o withstand furbulent
conditions”



Who is doing Chaos? NETFL'X
== vicoso. DieNEp @) Coogle VISA

Capita’Onel mastercard. hulu amazon
@tWil'/ m VIMWAre ‘indeed  SIEMENS
19 “Z  %2bropbox st slack Walmart
PIvotal fidelity UBER GisHub
Bloomberg @ audlblem
ENDGAME. an amazon company “@p _l SendGrid

ﬁcognitect 'rF et [Ji\\ Adobe
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LBl / [ Principles of Chaos Engineeri: x\i \ Casey

- & |® principlesofchaos.org ﬁ' S 00

PRINCIPLES OF CHAOS ENGINEERING

Last Update: 2017 April

Chaos Engineering is the discipline of experimenting on a distributed system
in order to build confidence in the system’s capability
to withstand turbulent conditions in production.
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Chaos # Chaos
Engineering

System Resiliency in Practice

ENgineering







THIS IS A TEST.

This station is
conducting a test
of the Emergency
Broadcast System.

THIS IS ONLY A TEST.




Chaos monﬂwy o T)NurEg.I(l;uEnI:A! ’onum

S&my e Born out of Nelflix Cloud
Transformation
o Put well defined problems
( @ ) in frond of engineers.
e Terminate VMs on
I] m.‘ E Random VPC Instances



Chaos Pibfalls: Bneaﬁmg %ng/s on "wﬁdzow

The purpose of Chaos Engineering is NOT
to “Break Things on Purpose’.

If anything we are trying to “Fux them on

Purpose”!

Reference

: Nora

Jones

"T'm pretty suve
T won't have a job
vevy long i€ I
bvreak things on

puvpose all day.”
-Casey Rosenthal

8 Traps of Chaos Engineering
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Chaos
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O @aaronrine hart @verica _io #chaosen gineering












Secwi+y ChaoS
Enﬁineew'nﬁ
Use Cases

0 @aaronr inehart @verica_io #chaosengineerin



Use Cases

Incident Response
Solutions Architecture
Security Conftrol Validation
Security Observabillity
Conftinuous Verification
Compliance Monitoring

O @aaronrinehart @verica_io #chaosengineering



Incident
Reaponae






We really don't know




“Response” is the problem
with Incident Response



Tets face it, when outages
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Tool



Chao Product Features

App in AW
e ChatOps Integration pp In S
AWS
O tional
& perationa
| Opt-Out

amazon
webservices™



Firewall? = .«
a7

e \ -||->
Log Alert IR

& Config .
o ’ Mgmt? data? SOC? Triage '

Misconfigured
Port Injection

Hypothesis: If someone accidentally or
maliciously introduced a misconfigured
port then we would immediately detect,

block, and alert on the event.




Firewall? «wl 'H 'm 'm ll-tn->
o

Alert IR

& Config  Log Wait
o ’ Mgmt? data? SOC? Triage

: : Result: Hypothesis disproved. Firewall did not detect
I\Iﬂfgﬁg}clegcliiroer? or block the change on all instances. Standard Port
AAA security policy out of sync on the Portal Team
instances. Port change did not trigger an alert and
log data indicated successful change audit.
| / However we unexpectedly learned the configuration
: ‘ 2. @ mgmt tool caught change and alerted the SoC.

-







Free copy mailed to you
complements of Verica

OREILLY

Chaos
Engineering

System Resiliency in Practice

=

Casey Rosenthal
& Nora Jones

VERICA | CONTINUOUS VERIFICATION
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Agenda

Headshot
e Combating Complexity in
Software Name
e Chaos Engineering Title
e Resilience Engineering & Security
e Security Chaos Engineering Brief Bio
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